Identity Management in University-Wide Computer Environments

LDAP Lightweight Directory Access Protocol

“ Campusmate/ICAssist”

Abstract

In recent years, widespread use of integrated authentication based on Lightweight
Directory Access Protocol (LDAP) has increased the demand for identity management
systems that enable integrated management of user information. In addition, universities,
which often have multi-vendor networks, require integrated management so they can better
handle their user information and streamline their management. Identity management
systems have several benefits, but they also have many problems, for example, they are
expensive. In this paper, we describe some of the difficulties with identity management
systems. Then, we describe the Campusmate/ICAssist Identity Management package we
have developed for universities to overcome these difficulties.
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Fig.1-Structure of directory service.
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Fig.2-Difference between integrated authentication and identity management.
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Fig.3-Four processes that constitutes user
management tasks.
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Fig.4-Management of user identities by Campusmate/I CAssist.
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Fig.5-Seamless cooperation with external system by SOA.
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