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Abstract

The Japanese Act on the Protection of Personal Information was enacted in April 2005.
In addition, when the Japanese version of the SOX law is enacted, affected companies will
have to continuously audit and improve their general information security measures. To
help such companies, Fujitsu is developing an infrastructure for the security compliance
management system (SCMS). SCMS will enable a company to satisfy company-wide
information security criteria based on the company’s policies and rules. Therefore, it
strengthens the information security governance of a whole company and reduces the TCO
of security compliance measures. In this paper, we introduce our infrastructure model for
SCMS and explain the computer virus inspection technology, thin client, and security audit
trail management as elements of the infrastructure.
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Fig.1-Security compliance management model.
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Fig.2-Mechanism of Systemwalker Desktop Inspection.
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Fig.3-Fujitsu’s historical approach on thin client.
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Fig.4-Ultimate countermeasure against information leakage using thin client.
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Fig.5-Management and analysis of security audit trail.
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Fig.6-Problem and our solution for three-tier model.
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