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Abstract

The Grid is an infrastructure that enables the sharing of geographically dispersed
computing resources. It has been used for many large-scale scientific projects with new
business applications on the horizon. Many of these applications utilizing the Grid are
expected to generate enormous amount of data, and there is an imminent need for
enhanced mechanisms for utilizing the necessary distributed storage resources. The Data
Grid is a middleware solution that addresses the issues particular to operating very large,
heterogeneous, distributed storage facilities. In this paper, we identify functional
requirements for the Data Grid and examine and compare three Data Grid solutions:
Globus Toolkit, Avaki Data Grid, and the Storage Resource Broker.
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1. Introduction

In recent years, tremendous amounts of data are
generated daily in scientific fields such as astronomy,
physics, bioinformatics, and environmental science.”
Therefore, existing and planned applications, enabled
by advancements in technologies in communication
networks, measurement instruments, multimedia and
developments in the grid technology itself, are
expected to handle those data.  The Data Grid refers
to a portion of a grid that is designed to solve issues
related to sharing storage resources for a large amount
of data. The data grid solution is aso strongly
expected for application areas of business and
government.

Astronomy  applications such as  virtua
observatories including the Nationa Virtua
Observatory (NVO) (500 terabytes of data per year
beginning in 2004)? in the US and the AstroGrid
(petabyte-scale taped storage per survey) in the United
Kingdom® are expected to produce large volumes of
data as they are deployed. The Visible and Infrared
Survey Telescope for  Astronomy  (VISTA),?
scheduled to go operational in early 2006 and
expected to complete the first survey in 12 years, will
produce 250 gigabytes of raw data per night and 10
terabytes of stored data per year.

In bioinformatics fields, the Protein Data Bank,”
a database of 3D protein structures, houses 20,000
entries and adds approximately 2,000 new structures
every 12 months. Swiss-Prot® and TrEMBL,” two
protein databases at the European Bioinformatics
Institute,® maintain annotated protein sequences.
The sizes of these protein databases are relatively
small (on the order of afew gigabytes); however, there
is an ongoing effort of interconnecting them®*”
enabling  international and  interdisciplinary
collaboration.

Environmental science applications are similarly
expected to generate large data sets. The Earth
Resource Observation Systems Data Center,™ a
distributed archive center for NASA™ housing
remotely sensed land data, expects its data volume to
reech 3 petabytes by 2005. The Globa Land
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Coverage Facility (GLCF),*® which distributes the
Earth science data including satellite images of land
cover and coastal marsh health data, currently holds
more than 8 terabytes of raw data. NASA expectsits
total data holdingsto riseto 15 petabytes by 2007.

Other data grid applications include business and
government solutions for data archiving and document
management.*” By alowing business to decouple
the physica management of documents from their
logical view, maintenance tasks such as adding more
storage, upgrading systems, and migrating data can be
done without affecting end users. Transana,™ a tool
for the transcription and qualitative analysis of audio
and video data, currently stores more than 700 hours
of datain MPEG-1 format (650 MB/h) and is in beta
phase for MPEG-2 format (2 GB/h). The Nationa
Archives & Records Administration (NARA)™® isalso
in the process of setting up a distributed persistent
archive, which currently houses 1.3 terabytes at one of
its three data storage centers and is expected to grow
significantly.  Government applications can aso
benefit from the data grid by enabling secure sharing
of data among different agencies using existing
systems.

As shown in the present issue, most activities on
grid a Fujitsu are in the computational field. Our
activitieson data grid are just starting up as the market
demand emerges. In this paper, we introduce data
grid technologies and compare three different core
technology solutions for the data grid: Globus
Toolkit,”” Aveki Data Grid,"® and the Storage
Resource Broker.”® These three core technologies
are used in various projects mentioned above. The
Globus Toolkit has been deployed in the European
DataGrid??2020 and the NASA Information Power
Grid® among many other projects. The NVO, the
GLCF, the Transana, and the NARA archive projects
are implemented with the SRB as their core
technology. The Avaki Data Grid has been used in
many life science applications. In the following
section, we present functional requirements of a data
grid system. In Section 3, we have a short summary
of each core technology and provide a comparison in

FUJITSU.55, 2, (03,2004)



Comparison of Data Grid Solutions I

Section 4. Lastly, we present a vision for the data
grid field along with a summary.

2. Functional Requirements in

Data Grid Technologies

Grid computing has, in genera, four-layer
architecture®®  Physical computing, storage, and
network resources form the bottom layer caled the
Fabric layer. The Resource and Connectivity
Protocols (RCP) layer above the Fabric layer enables
sharing of resources and secure exchange of data
among resources. Protocols and APIs (Application
Program Interfaces) in this layer are considered core
technologies® The Collective layer above the RCP
layer implements interactions across collections of
resources such as directory services, monitoring and
diagnostic services, and access control policy services.
The top layer is the user applications layer. Here we
focus on the core technologies in the RCP layer.

2.1 Requirements of general grid systems

In generad grid systems, requirements such as
resource discovery, failure recovery, security, etc, must
be satisfied. In addition to those, the data grid
system must handle issues such as data organization
(global  naming, location transparency, and
hierarchical organization), awide variety of data types
(files, database objects, URLS, etc) and storage media
types {disks, tape farms, Storage Area Networks
(SANSs), Network Attached Storage (NAS) etc}, data
access control and transfer protocols, and an efficient
search capability over large volumes of heterogeneous
dataitems.

Fault management in the data grid typicaly
involves replicating data items and providing
management functions to maintain consistency.

One main difference between data grid and
distributed storage systems (such as the Distributed
File System)®”® is the management and control of
the distributed resources. The data grid must provide
a solution that is applicable across severd
administrative domains. In distributed storage
systems al resources are typically managed and
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administered within a single domain, for instance
under a single enterprise network, greatly simplifying
many of the key data grid concerns such as data access
control.

2.2 OGSA Requirements

Significant standards development activity has
been started in the grid computing area.  The Global
Grid Forum (GGF)® is a forum to support the
development and deployment of Grid technologies
and applications, and promote the standardization of
such technologies. The Open Grid Services
Architecture (OGSA),? proposed by GGF, identifies
the functional requirements for genera grid systems.

Heterogeneous  system  components  and
configurations (devices, platforms, etc) must be
handled to ensure proper sharing of resources across
multiple administrative domains with varying security
mechanisms and policies. The following functions
are necessary in adatagrid system.

1)  Security
Authentication, authorization, privacy, and
integrity

2)  Resource management

Dynamic resource provisioning, load balancing,
and service level agreement (SLA)
3) Failurerecovery

Availability of resources

Management and sharing of data is fundamental
in data grid system. The following functions are
required to manage data.
1) Dataaccess

Discovery, access, and manipulation of different
types of data (files, database, objects, multimedia
data)
2) Datareplication and or caching

Meeting performance and availability objectives
3) Metadata catalog and service

Attribute-based searching
4)  Schematransformation

Data transformation from one schema to another

In Reference 28), the authors proposed a set of
basic services that provide data transfer, storage, and
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management in the context of OGSA.

3. Data Grid Solutions

Three exigting technologies offering solutions
for data grid systems are considered for comparison.
The summary of each technology is given in this
section, and the comparison is given in the following
section.

3.1 Globus Toolkit

The Globus Toolkit is the open-source grid
middleware solution from the Globus Alliance™
which researches and develops the fundamental
technologies necessary for Grid systems. The
Globus Toolkit provides mechanisms for security,
resource management, information access, and data
management.

The Globus Toolkit uses the Grid Security
Infrastructure (GSl), based on encryption, X.509
certificates, and the Secure Sockets Layer (SSL), to
provide secure authentication and data transmission.
The communication between two entities is first
mutually authenticated using certificates and a third
party certificate authority. Once authenticated, the
communication can be optionally encrypted to provide
data confidentiality. The delegation capability
provided in GSlI enables a single sign-on capability
within the grid.

The Metadata Catalog Service (MCS) provides
the publication service, which is the process of
making data sets and their associated attributes
available to a user community. The MCS aso
provides the discovery service, which is the process of
identifying data items of interest to the user. The
MCS is implemented with an Apache Web service
front and aMySQL relational database backend.

The GridFTPR, Reliable File Transfer (RFT), and
Replica Location Service (RLS) provide data
management services in the Globus Toolkit. The
GridFTP protocol, based on FTP (File Transfer
Protocal), is a high-performance, secure, and reliable
data transfer protocol, optimized for high-bandwidth
wide-area networks.  The features of GridFTP
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include GSI and Kerberos support, parald transfers
using multiple TCP (Transmission Control Protocol)
streams in paralel, even between the same source and
destination, partia file transfers, 3 party (direct
server-to-server) transfers, dstriped data transfer,
authenticated reusable data channels, and command
pipelining. The GridFTP can aso support both
manual and automatically negotiated TCP buffer and
window sizes for optimal performance.

The RFT, an OGSA based service, provides
interfaces for controlling and monitoring 3 party file
transfer using GridFTP servers. The RFT service
uses PostgresSQL to maintain soft-state information
about connection to provide reliable and recoverable
datatransfer.

The RLS maps a globally unique logical nameto
physical data items. Intended to be a part of a data
replication management service, it by itself does not
guarantee replicated data consistency or filename
uniqueness. The RLS is composed of Replica
Location Indices (RLIs) and Loca Replica Catalog
(LRCs). The LRC maintains the mapping between
the logica file name and one or more physical file
names of replicas at its local storage system. The
selection among multiple replicas may be based on
performance estimate (e.g., transfer estimates based
on the network configuration and conditions), thus
providing the load balancing. The RLIs, which
supports user queries, receive the state information
from LRCs periodically. Currently, the prototype is
available as an apha release for testing and evaluation.

In atypical data access scenario, the MCS, the
RLS, and the GridFTP are used.  First, a user locates
data items of interest by querying the MCS with
metadata attributes. The MCS returns a list of
logical names matching the attributes.  The user then
gueries the RLS to obtain physica locations of the
corresponding data items and accesses the data via the
GridFTP (Figure 1).

3.2 Avaki Data Grid

The Avaki Data Grid solution™®? is based on
Legion®330, an object-based system designed for
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Data access in Globus.

providing a virtual workspace by making
heterogeneous, distributed resources available to end
users. The Avaki Data Grid allows users to securely
access distributed data without knowing the physical
location of the data. The data is made available by
their owners via a single catalog on the Avaki server.
Retrieved data can be integrated, aggregated, and
transformed to suit the end user’s need.

The Avaki Data Grid uses a three-level global
naming scheme to uniquely identify al system
components.  Human-friendly names, most often
path name (/home/user/directory/filename) are at the
top-level. The top-level name is mapped to a unique
location-independent identifier called object identifier,
which includes an RSA (Rivest, Shamir and Adleman)
public key as a part of the identifier. The inclusion
of an RSA public key enables authentication and
secure communication of data objects without a third
paty. This secure naming protocol® has been
proposed to GGF as an open standard for naming in
the grids.  The location-independent object identifier
is then mapped to a location specific current address,
called object address (OA). Currently, two types of
addresses are supported: TCP and UDP (User
Datagram Protocol). The OA of a data item may
change over time, which allows migration of the data
even while being used.

The authentication, authorization, and data
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integrity and confidentiality mechanisms in the Avaki
Data Grid support a grid that is comprised of many
organizations with different policies.  For user
authentication, a login using a user name and a
password, Kerberos, Network Information Service
(NIS), Lightweight Directory Access Protocol
(LDAP), RSA SecurlD, etc., can be used. Avaki
employs an Access Control List (ACL) policy to
implement protection.  For each action on adataitem,
the “alow” list and the “deny” list can create arbitrary
sharing policies. Using appropriately created ACLS,
one can form various groups assigning the same
privilege to members. In order to protect data during
transmission, Avaki offers three modes to transmit
data: private mode using OpenSSL* encryption,
protected mode with checksum, and clear text mode.

A data grid domain is composed of a set of
Avaki Grid Servers (Figure 2), available for most
UNIX-variants, as well as Microsoft Windows
platforms. The Grid Domain Controller (GDC), one
of servers, handles logins and directory navigation
services through the catalog. Failover is handled by
designating a secondary GDC, which is a replica of
the primary GDC. However, the secondary GDC is
read-only. Therefore, no new users or servers can be
added while the primary one is out of service. The
Avaki Grid Servers allow data access through an NFS
(Network File System) style server caled a Data
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Access Point (DAP). The DAP alows standard-
based, secure remote data access through an NFS-style
interface.

Avaki keeps a single copy of data at the owner’s
local site to avoid handling replica management. It
employs a distributed cache to improve performance
over a wide area and make data available in the event
that the origina data is not available. The cache
items are kept by the Avaki Grid Servers, based on
various caching options for each data, specified by
each data owner.

Reverse proxy caching keeps frequently-
requested results near the data source, while forward
proxy caching keeps data closer to the end users to
reduce network congestion and improve application
performance. Caches can be loaded during off hours,
and data can be cached on-demand or scheduled.
On-demand caching fetches data upon a user request
and allows block transfer.  Scheduled caching forces
a data refresh at specified intervals and the entire data
is cached. The owner also specifies the coherency
duration (how long the cached data is considered
valid) for each dataitem and each cache. It iscritica
to select proper cache options in order to maintain
data coherency among cached items.

Datais made available when the owner publishes
the data in the unified catalog, which maintains the
tree-structured view of data items in the data grid.
Both system- and application-level metadata is
maintained in a DB and can be searched. Avaki also
uses metadata to convert relational databases to XML
(eXtensible Markup Language) files. Metadata such
as column names and data types become a part of the
converted datafile.

The system currently handles the following types
of data relational database data (results of SQL
(Structured Query Language) statements and stored
procedures), URL (Universal Resource Locator)-based
data sources such as servlets, CGl (Common Gateway
Interface) scripts, or Web services, XML documents,
XSL (eXtensible Stylesheet Language) style sheets,
and files {in direct-attached storage, network-attached
storage (NAS), or storage area network (SAN)
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storage} .

Data access is handled via standard methods.
Users access data through standard file system
protocols or Web interfaces, and applications access
data through standard methods such as Open Database
Connectivity (ODBC), Java Database Connectivity
(JDBC), Web Services/Simple Object Access Protocol
(SOAP), file read, and Java Server Pages (JSP)
Standard Tag Library (JSTL). Thus JDBC 2.0-
compliant databases such as Oracle, DB2, Microsoft
SQL Server, Sybase SQL Server, and MySQL are al
supported.

Since each grid domain relies on one catalog for
data access, this approach can cause a performance
bottleneck at times. Although Avaki handles a
failure by dedicating a secondary GDC as a replica of
the primary one, the secondary controller can be out-
dated based on the synchronization interval. In
addition, Avaki does not support replication of data
items and instead uses cached items when the data
item is not available anymore.  This presents reduced
data availability and possibly leads to inconsistent data
items.

3.3 Storage Resource Broker (SRB)

The SRBY developed a the San Diego
Supercomputer Center (SDSC), is one of the first
middleware solutions providing uniform access to
distributed, diverse storage devices in a heterogeneous
computing  environment. The SRB offers a
transparent view of data organization by providing a
global logical name space and a logical grouping
regardless of physical datalocations. Each data item
in the grid is assigned a globaly unique logical
identifier. When adataitem isingested into the grid,
the human-friendly name of the data is mapped to the
globally unique identifier. This mapping information
and the physical location along with other metadata
are stored and maintained in the metadata catalog
service called the MCAT (Metadata CATalog) server.

SRB supports both the GSI and authentication
and encryption schemes developed by SDSC based on
RSA encryption algorithms. It features a replica
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management system which alows both automatic and
manual data replication and provides a replica
synchronization mechanism.

Another feature of the SRB is the container
abstraction, which is suitable for storing a large
number of small files without a performance penalty.
The SRB aso provides tools to monitor and log all
activities on the server and audit the usage of the data
sats. The SRB has a mass storage hierarchy
capability, as data is staged a disk caches and
migrated to tape drives as more disk cache space is
needed.

The SRB architecture, based on a client/server
model, includes three components. SRB clients, SRB
servers, and the MCAT server (Figure 3). The
MCAT server manages metadata associated with data
objects, users, and resources in a relational database
(currently DB2 or Oracle) to catalog a large number of
data objects, enable searching and analysis of a large
sized data collections, and control access to data sets.
Both system and a limited set of user-defined
attributes (2 integers and 10 strings) can be associated
with each data object. Additionally, the MCAT
server includes a schema converter which allows
application specific metadata schema to be developed,
if necessary. The MAPS (Metadata Attribute
Presentation Structure) is the interface used to
communicate with MCAT.

An SRB server fulfills client requests by
communicating with the MCAT server and accessing
storage devices. SRB server implementations are
available for AIX, Sun Solaris (both 32 and 64 bits
addresses), Linux (both 32 and 64 bits addresses),
SunOS, DEC OSF (Open Software Foundation), SGl,
Mac OS X, and the Cray C90. The SRB currently
handles UNIX file systems, archival storage systems
such as UniTree and HPSS, and database objects such
as DB2 and Oracle. In addition to performing 1/0O
operations on data sets, clients can manipulate and
guery the metadata associated with the data.

The SRB currently supports two types of drivers
for 1/0O operations. the file-type and the DB-type.
The filetype driver provides UNIX-like file 1/0O
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SRB architecture.

interface to UNIX file system, UniTree, HPSS, FTP,
and HTTP (HyperText Transfer Protocol). It also
supports the following operations; create, open, close,
unlink, read, write, sync, seek, stat, chmod, mkdir,
opendir, closedir, and readdir. The DB-type driver
provides an |/O interface to DBMS, and the supported
operations are create, open, close, unlink, read, write,
and seek. More advanced DB operations such as
select and join operations are supported through
shadow objects, which are mechanisms to interact
with non-file type data. The server-driven paralle
I/O capability improves the performance of the system.

SRB client applications are provided with a set
of APIs to communicate with SRB servers. In
addition, three GUI (Graphical User Interface) based
clients are provided. The srbBrowser is a JAVA-
based SRB client. The inQ for MS Windows
platforms is implemented with the client API, the SRB
C++ wrapper, and the MFC (Microsoft Foundation
Class) library. MySRB is a Web browser-based
client.

The SRB provides a replica synchronization
mechanism. However, without a conscious
synchronization effort, the replicated data items could
easily become inconsistent. The SRB does not
provide any intelligent mechanism such as a load
balancing scheme to select data among replicated
items. If the origina data is available and the user
does not specify which datato select, then it is dways
the original one that is selected. If the original data
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is not available, then one of the replica items is
selected. The user can aso specify which one to
select among many replicas.

4. Comparison

All three solutions address some of the issues
and requirements for data grid systems. Depending
on on€'s agpplication needs, each one has its
advantages (Table 1). For data-intensive applications,
the Avaki Data Grid and the SRB offer more stable
solutions. However, the Globus Alliance is a mgjor
driving force in the GGF towards standardizing Grid
solutions. The Globus Tooalkit, though less mature, is
striving to provide infrastructure and tool support for
data-intensive applications and is in the process of
adding many features similar to those found in the
SRB.

The SRB provides a global name space to ensure
uniqueness of file names across the system.

Table 1
Core technology comparison of data grid solutions.

Similarly, the Avaki Data Grid employs its object
identifiers in a three-level naming scheme to
guarantee filename uniqueness.

The Avaki Data Grid, advertised as an Enterprise
Information Integration solution, offers better support
for integrating and aggregating database data that
involves a sequence of data accesses and
transformations through database operations or
conversions into XML, etc. The SRB supports
DBMS through the DB-type driver, which provides a
set of primitive operations. Unlike the Avaki Data
Grid where the more advanced DB operations (select,
update, etc) are supported through standard access
methods, the SRB uses the less convenient shadow
objects to support those operations.

The SRB, however, supports the variety of large
storage system such as HPSS, which is an advantage
of the SRB over the Avaki.

Grid systems often span many organizations, and

Core technology Globus Toolkit

Avaki Data Grid SRB

Architecture

Client-server

Client-server

Client-server

(O8]

UNIX, Microsoft Windows support
under development

UNIX, Microsoft Windows

UNIX, Mac OS X, Cray C90

Storage media

UNIX file systems

File systems, databases

UNIX file systems, archival
storage  systems  (UNITREE,
HPSS), Database objects (DB2,

Oracle), URL

System and application metadata

System and limited application

Metadata System and application metadata Convert relational database to
metadata
XML
Support for manipulating database — .
DBMS support No support results of SQL statements and Handles database as an ot_uect, put
little support for data manipulation
stored procedures
Security
Authentication Gsl Integrated directory service for | GSI and authentication developed

user authentication

at SDSC

Replica Managementnote)

Selection

Based on transfer performance
estimates

Cached data may be used

Original data unless specified
otherwise, or unavailable

Load balancing

Based on transfer performance
estimates

Cached data may be used

None

Consistency

No guarantees

Based on caching options and
coherency duration

Manual synchronization only

Failure Recovery

Metadata - . .

availability Not specified Secondary read-only available Single metadata catalog

Data . Supported through cache, but no s
availability Supported through replica guarantees Supported through replication
Reliable Reliable and restartable data Not specified Not specified

transfer transfer

Note) Avaki Data Grid does not have a replica management system, but it uses caching to address similar issues.
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it is desired that a single login would suffice for all
security requirements among these administrative
domains. All three systems offer single sign-on
features, specifically both Globus Toolkit and SRB
authentications are based on GSl.

The latest version of the Globus Toolkit (GT3) is
based on OGSA and its implementation is OGSI-
compliant with the exception of GridFTP. However,
an OGSl-compliant GridFTP is expected in the future.
The Avaki Data Grid supports XML, SOAP (Simple
Object Access Protocal), and WSDL (Web Services
Definition Language); thus a thin layer of OGSl-
compliant interface can be implemented. The SRB is
in the process of adding support for XML, SOAP, and
WSDL.

5. Research Issues

A persistent system that allows sharing of data
must keep data available regardless of the state of the
resource where the origina data item is stored. As
shown in al three systems examined in this paper,
replica management is an important issue in dealing
with faulty system components. When data is
replicated, one of the main issues is maintaining its
consistency. Various options have been employed,
but further work is needed.

When data is shared among geographically
distributed clients, it may be necessary to provide
mechanisms to control the quality of service. The
GridFTP is optimized for high-bandwidth wide-area
networks, however, more sophisticated and
predictable mechanisms of delivering Quality of
Service may be desirable in applications with rigid
performance constraints.

The tremendous amount of data expected by the
projects makes the efficient use of metadata critical.
However, the generation of metadata currently
requires human interaction.  Although end-users play
a crucid role in metadata generation, it is often
expensive to create and maintain such metadata.
Machine assistance for generating metadata will be
highly desirable.

In Reference 23), the authors envisioned a
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semantic grid as the next generation of grid computing.
As evidenced in dstandard activities, the grid
computing is moving towards a service-oriented
architecture. The application of the semantic Web
technology to a service-oriented model has proven
quite effective and efficient in accomplishing end
user’s tasks.*¥*”  The semantic Web can be applied
to grid computing to achieve a similar outcome,
reducing effort in creating applications on the grid.

6. Conclusion

Each of the three grid solutions examined in this
paper addresses many issues in the data grid systems.
However, currently no single solution isa clear winner
in addressing all of itsissues and requirements. With
emerging standards in the Grid, it is also desirable to
have standard-compliant interfaces for these data
management services and this remains an ongoing
process for these systems.

This paper only covered three of the emerging
middleware solutions for data grids.  Recently,
Oracle® announced Oracle 10g*® Oracle's grid
infrastructure software. There are other emerging
technologies that can be applied in data grids such as
UNICORE,®” United Devices® and peer-to-peer
storage systems.>¥*?  We do not include them in this
comparison and it remainsin our future work.

Future business opportunities may exist for
solutions that can efficiently handle the large data sets
that will be generated by corporations as they capture
more and more multimedia information for detailed
record keeping about their operations, their
interactions with customers and their planning
activities.  Along with the storage needs, multi-
national corporate customers will need highly
available, efficient, and accessble services to
effectively utilize this global data store.

With Fujitsu’'s wide variety of customer base
including top science research inditutes, large
government  agencies, and global  business
organizations, it is anticipated that there will be
growing demands for data grid solutions, inevitably
generating a wide variety of new and challenging
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requirements. This comparison of typical data grid
technologies will aid customers and system engineers
to come up with solutions that will suit each
customer’s needs and requirements.
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0-1 GlobusDOOOOOOOOOO
Fig.1-Data access in Globus.
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0-2 AakiDOOOOOOOOOOO
Fig.2-Avaki Data Grid domain.
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0-3 sRBOOOOOOO
Fig.3-SRB architecture.
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