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Abstract

The development of Grid technology in Fujitsu dates back to the mid 1990s, long before the
word “Grid” was used to describe the concept. Since 1996 Fujitsu Laboratories of Europe
has led the development of the UNICORE Grid architecture and also created a realization
of it through the Arcon implementation. UNICORE provides a comprehensive collection of
“first generation” Grid functions. The Open Grid Services Architecture (OGSA) describes
a framework for interoperable Grid systems, which provide additional “second generation”
functionality. Unlike first generation Grid architectures, OGSA is built on top of the
emerging Web Services technology, a shift that will make Grid computing accessible to the
whole business community. This paper describes, through simple use cases, the key
functions of both generations of Grid technology and outlines the roadmap from UNICORE
to OGSA.
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1. Introduction

The Grid has been described in many ways.
The most popular view uses an analogy to the power
grid, where resources (computational and data) are
available “on demand”. This andogy works as long
as the resources are free to al users. However, the
resources on the Grid do not have a uniform pricing
model, as does the power grid. Once people and
institutions start to charge for the resource, a much
more complicated negotiation process is required.
This is a significant increase in the complexity of the
problem, much greater than the power grid.

The most effective definition we have found to
distinguish Grid computing from the Web, e
Commerce, and enterprise computing common today
isasfollows:

Grid computing is non-trivial  distributed
computing across multiple administrative domains.

The reference to distributed computing captures
most of the technical complexity that constitutes the
job of Grid middleware. Grid infrastructures, like
traditional distributed computing environments (e.g.
enterprise systems), need to deal with distributed
coherency management, fault tolerance, synchronous
and asynchronous communication patterns, static and
dynamic deployment scenarios, heterogeneous
hardware, heterogeneous software, object and non-
object data systems, etc. There are many issues in
traditional distributed computing that are still the
subject of some research today.

To the basic complexity of distributed computing,
we must add the complexities of multiple administrative
domains over which this distributed system must be
deployed. These key issues are what make Grid
computing a chalenge, e.g. security, site autonomy,
corporate politics, protection of intellectual property,
legal issues, etc. Many of the socia aspects are not,
and cannot be, solved by technology aone, but the
technological infrastructure needs to bein place before
we can attempt to address them.

The first and most critical step in this process is
to establish standards that alow multiple Grid
implementations to collaborate. Like the Web, Grid
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computing will rely on these open standards to reach
the critical mass necessary for wide spread adoption
and hence profitable exploitation of the technology.

A team of academic and industria Grid
researchers, working within the Globa Grid Forum
(GGF: www.ggf.org) took one very important step
along this road with the publication of the Open Grid
Services Infrastructure (OGS!) specification.”) OGS
provides a basic set of functions, built on Web
Services, that enable many of the extended functions
needed for Grid computing. The Open Grid Services
Architecture (OGSA) is another GGF activity that
aims to build specifications for many of the important
higher-level services needed in the near future.

Figure 1 highlights the convergence of traditiona
Web Services, Grid Services, and more recent research
in Web Services. The details of these different trends
and how they are coming together are beyond the
scope of this paper, however, the trends represented
indicate a strong synergy within the community.

The remainder of this paper outlines the
UNICORE Architecture and how Fujitsu is working
together with its UNICORE partners to evolve
UNICORE to this new emerging architecture for Grid
computing.

2. Grids from Fujitsu
2.1 UNICORE and Arcon Architecture

The functions of UNICORE and its
implementation, Arcon, have been described in
Reference 2). This section is based on the discussion
in this paper. Arcon is an implementation of the

Grid Services

UNICORE
and Globus

Traditional Web Services oGsl
SOAP, WSDL, XML

Web Service
Standards

Web Service R&D

Figure 1
Convergence of Grid and Web Services technology.
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UNICORE architecture as depicted in Figure2. The
following sections describe the three-tier model, the
UNICORE job and data models and the resource
discovery mechanism used by UNICORE.

2.1.1 UNICORE Three-Tier Model

The UNICORE client supports the creation,
manipulation, and control of complex synchronous
and asynchronous jobs, which may require multiple
systems at one or more UNICORE sites to complete.
The jobs and actions the user defines are represented
as Abstract Job Objects, (AJOs) effectively Java
classes, which are seridlized and signed when
transferred between the components of UNICORE.
The server level of UNICORE consists of a gateway,
the secure entry point into a UNICORE site, which
authenticates requests from UNICORE clients based
on X.509 certificates and passes them to a Network
Job Supervisor (NJS) for further processing. The
NJS maps the abstract request, as represented by the
AJO, into concrete jobs or actions to be performed by

User certificate UNICORE client
Job preparation/control

Preparation and
control of jobs

AJO/UPL

the target system. This process is called incarnation.
Sub-jobs that have to be run a a different site are
transferred to the other site's gateway for processing
by the peer NJS. Additional functions of NJS are:
synchronization of jobs to honour the dependencies
specified by the user, automatic transfer of data files
between UNICORE sites as required for the job
execution, collection of results from jobs, particularly
standard output and standard error output, import and
export of data files between the UNICORE Job's
workspace, the file systems and archives available at
the target site, and client’s workstation.

The third tier of the architecture is the target host,
which executes the incarnated user jobs. A small
daemon, caled the Target System Interface (TSl)
resides on the host to interface with the local batch
system (or other process management software) on
behalf of the user. A stateless protocol is used to
communicate between NJS and TSI. Multiple TSIs
may be started on a host to increase performance.

List of UNICORE sites

Unsafe Internet (SSL)

/User authentication

User mapping,
job incarnation,

job scheduling iv

Incarnated job

UNICORE gateway

Safe Intranet
(TCP)

Network Job Supervisor
(NJS)

Status request

Optional firewall
UNICORE site

Job and data
transfer to other
UNICORE sites

Target System Interface
(TSI)
Commands ¢ files

Svi

Batch subsystem

S — —

TSI || TSI

S’

Batch subsystem

S ——

-

Figure 2
UNICORE architectural overview.
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2.1.2 UNICORE Job model

UNICORE defines two important terms. Task
and Job Group. A task is the atomic entity that is
eventually incarnated into areal process (or batch job)
configured for execution on the target system. A Job
Group is recursively defined to consist of Job Groups
and Tasks. The top level Job Group is caled a
UNICORE Job. It is the entity that represents the
complete computational solution to the user’s problem.
The UNICORE Job is submitted as a whole to a
UNICORE site (Usite).

2.1.3 Context of an Abstract Job Object

For the duration of a UNICORE Job, the NJS
creates a temporary UNICORE workspace (Uspace)
located in an installation specified file space. The
Uspace holds temporary files created by NJS, for
example the incarnated job scripts, consolidated
standard output and standard error output, files
transmitted from the client to the site, or data created
by the executing jobs. UNICORE provides functions
to transfer files between Uspaces and to import or
export data from or to a permanent file space to which
the user has access at various UNICORE sites.

The UNICORE Grid is a set of Usites (distinct
adminigtrative domains with firewalls etc) Each
Usite may contain several Vsites (Virtual Sites).
Each Vsite typically represents a major computational
resource, eg. a large cluster, athough other
configurations are possible, eg. multiple servers in
one Vsite or overlapping Vsites.

2.1.4 Security

In Grid computing, security is of paramount
importance and UNICORE is well known for it's
serious approach to security.  Security issues with
respect to user and dte interaction can be
characterized in terms of four concepts: authentication,
authorization, integrity, and confidentially. UNICORE
(and the Arcon implementation) address these issues
asfollows.

User authentication is managed in UNICORE
using standard X.509 based certificates. There are a
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number of Public Key Infrastructure (PKI) models
that can be used for handling the authentication
process. Theserange for fairly loose processes based
on an exchange of e-mails, to more formal processes
involving physical checking of identity, e.g. passport
checks. It isimportant to note that UNICORE is the
only open Grid environment that requires un-extended
X.509 certificates. This means that existing,
commercial PKIs can be used for user authentication.

The UNICORE architects have been very careful
to separate authentication from authorization in the
design of the security model. The users are
authenticated by an authentication process (PKI)
agreed to by all members (sites) of a Grid community.
This level of agreement poses significantly less
conflict than full agreement of all aspects of user
management.  Therefore, by alowing sites tota
autonomy over user policy, it is much easier to obtain
al the agreements needed to establish a Grid
community, than would be the case if authentication
and authorization were not separated.

The remaining security properties of integrity
and confidentiality are ensured by using SSL based
connections between al agents (user clients and
servers).

On other aspect of security often overlooked, is
that of the underlying trust model implied by a Grid
system. The authorization settings within a site
define the trust relationships between individua users
and the sites that authorize them to use site facilities.
However, the trust relationship between two sites is
more complicated to define and relate to systems
administrators.  If two sites totally distrust each other,
then no Grid based collaboration is possible. So
some trust is required, but on the other hand, a site is
unlikely to completely trust another site's systems
administrator. UNICORE provides atrust model that
restricts the privileges of a remote systems
administrator to the minimum necessary to operate a
Grid. This amounts to sending and retrieving sub-
jobs that have been already signed and authorized by
an end user. This means that, except for temporary
storage of these sub-jobs, al trust issues devolve to
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user-site trust model established by the authorization
relationship between the site and the end user who
signed the sub-job.

2.2 Globus based services

Fujitsu is also a leader in providing Globus
based Grid technology in Japan. Globus, unlike
UNICORE, does not provide the full vertica
environment for Grid computing. Rather Globusis a
tool kit that allows developers to create complex and
flexible applications in a Grid environment.

Globus has a similar three-tier structure to
UNICORE, i.e. client, gatekeeper, and the GRAM
(job manager). However, there are differences worth
noting, UNICORE has better support for seamless
computing and provides client based workflow
support missing in Globus. The underlying trust
model of Globus is less strict than the UNICORE
model.

In UNICORE seamless computing means that an
abstract job created to run on machine X at site A will

also run, without modification, on machine Y at site B.

Thisis implemented by a piece of software called the
Incarnation Database, which creates a machine and
site specific incarnation (or rendering) of the
UNICORE abstract representation in terms of the
specifics of the given machine and site.

A user, creating a complex interaction (workflow)
between servers at a number of sites, faces two very
different programming models between UNICORE
and Globus. In UNICORE, a client based visua
editor is used to create complex workflows easily.
The dependencies between job steps are visualy
provided to the user and automatically managed by the
UNICORE server (NJS). The corresponding process
in Globus requires the user to create, at the end of one
job step another job as the last task in the script.  In
addition to the complexity of creating these scripts
within a script, the ability to deal with non-sequential
job steps is very complicated, although it is possible.
UNICORE also provides built-in graphical support for
conditional execution and loops within ajob.

Although the security interactions between users
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and the sites on the Grid are very similar between
UNICORE and Globus, the implementation in Globus
results in a more relaxed trust model between sites.
In short, the Globus implementation requires sites to
trust the systems administrators at remote sites. This
creates the potential for a rogue system administrator
a one site to assume the identity of a user at another
site.  This is not possible with UNICORE. An
analysis of this issue and a detailed comparison is
given elsawhere?

3. Fujitsu’s OGSA roadmap

The capabilities of Grid systems in general, and
Fujitsu’s in particular, have increased over the past
few years, but the promise of the future is also
significant. The next section describes some of the
use cases that exist today in UNICORE enabled Grid
environment.  Fujitsu’'s roadmap to OGSA will
provide continuous support for al these services and
incrementally add the new features enabled through
OGSA described in Section 3.2.

3.1 What can Grids do today?

The Gridsthat are available today are some steps
along the journey towards the vision of on-demand
computational resources. Although there is a long
way to go, the current Grid systems provide many new
capabilities that change the way that people use
computational resources.

One of the basic functions that are available in
current Grids is the ability to run batch jobs on high-
value resources such as supercomputers or very large
data center clusters. The batch jobs can be submitted
from remote locations, and the Grid systems will take
care of the authentication and authorisation of non-
local users. UNICORE aso dleviates the problems
of running jobs on different sites by abstracting many
of the site-specific details, such as executable and file
locations.  Grids for batch jobs allow job submission,
monitoring and control.

In order to support batch jobs, Grids must also
handle file transfer. Files are needed for the job
scripts, input data and output results. A range of
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different options is available to support the transfer of
a wide range of file sizes, which can be up to multi-
gigabyte files for input and results. The transfer of
data can be integrated into the workflow, as in
UNICORE, or it can be handled by separate Grid-
enabled applications, such as GridFTP built on top of
Globus.

The two basic functionalities of batch jobs and
data transfer can be combined to provide novel but
essentially simple new ways of making use of
computational resources. The first is the obvious
application of providing convenient access to
resources no matter where the user is located. A
more sophisticated application is to make resources
available to users that can flexibly cover wide ranges
indemand. It is possible nowadays for an economist
to run a sophigticated model of an economy in order to
evaluate the effects of events or changesto policy. In
the run up to significant economic events, such as
announcements of national budgets, groups of
economists will run a large number of simulations to
test the effects of possible options and to establish
sengitivities.  The surge in demand is large but
temporary (the need dies away once the budget is set)
with tight deadlines. Maintaining sufficient resources
just for a short pesk season is not economic.
However, if these smulations are run using a Grid
system, then excess demand can be securely and
seamlessly migrated to remote systems.

The data transfer supported by Grids is more
sophigticated than smple file transfer.  Some scientific
experiments can generate a large set of results, which
are then analysed by a community of researchers
based in many different ingtitutions. There are Grid
systems available to handle the distribution of this
data, making sure that local copies are used where
possible and that remote copies are used if not.
These systems aso ensure that the data is kept
consistent, with changes, updates and corrections,
automatically made to all the distributed copies.

Current Grid systems do more than execute a
single-step job; they can also execute a workflow,
where jobs consist of a number of steps that must be
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executed in a certain order. The results of one step
can be fed into another and it is possible to modify the
execution sequence, with branch or loop constructs,
depending on the results of previous steps. Grid
based work-flow allows each step to be executed on a
different system and it is possible to adjust where a
step runs if conditions change after a (Grid) job has
been started.

Since Grid systems alow a user to access
resources from any location, it is possible now for a
user to become much more directly involved with the
progress of a simulation by fetching interim results to
monitor the progress of a simulation as it is running
and even to send data to a running simulation to
change the progress of the simulation. Using the
Grid a researcher can steer an application as it is
executing on one system while using a second system
to visualise the (interim) output data.

3.2 What will OGSI and OGSA add?

From the above it is clear that Grid computing
can adready provide remote service execution,
resource sharing, off loading excess workload, data
distribution, and application mobility across multiple
administrative domains. The question is then what
else is posshble with the development of OGSA?
The answer to this question comesin two parts.  Firdt,
we describe the extended basic functionality provided
by OGSI,” and second we discuss the higher level
capabilities envisioned in OGSA,? built on top of
OGSl.

3.2.1 Open Grid Services Infrastructure (OGSI)
As its name implies OGSl provides underlying
capabilities on which other services can be built.
The services provided by OGS can be combined in
various ways and then extended to provide application
specific capabilities. The key services supported by
OGSl are globa service naming, introspection,
notification, dynamic service creation, life cycle
management, and service aggregation.
1) Global service naming
Grid Services exist for a variable length of time
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and as aresult may outlive the platform on which they
run. The name of such a service needs to be valid
longer than the address of the server running the
service is vaid. Thus the “endpoint” capability
provided by Web Services isinsufficient.  Furthermore,
a Grid Service may be accessible through severa
paths, e.g. across a secure connection over the Internet
or via a LAN within a corporate office. To support
these requirements, OGSI provides atwo level naming
scheme. When a service is created a Grid Service
Handle (GSH) is created, which refers to that service.
This GSH is valid for the lifetime of the service and
will never refer to any other service, e.g. GSHs cannot
be recycled. Once in possession of a GSH a client
may request a “resolver” (also defined by OGSI) to
provide a Grid Service Reference (GSR) for the
service referred to by the GSH. The GSR contains
all addressing information and may expire, for
example if the service is relocated to a new platform
or server.
2) Introspection

Once a service exists it needs to advertise itself
to potentia clients. The approach with Web Services
is to register the service with a UDDI (Universal
Description, Discovery and Integration) registry.
Since a Grid Service is a Web Service, it can be
registered in a UUDI registry, but many of the
important properties of a Grid Service are dynamic.
UDDI has little or no capability for handling dynamic
descriptions of services. OGSI provides a concept
caled Service Data. Properties associated with a
service, like its current load for example, are exposed
as Service Data and the client provided with a
standardized OGSl interface for performing simple
and complex queries against these properties.
3) Notification

In a further extenson of the Service Data
concept, Grid Services can push notification of
changes in Service Data to interested clients. The
client registers an interest in a property (or a query
against a collection of properties) using a subscription
interface, also included in OGSI.  Notification
subscriptions can be registered with longest and
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shortest times between messages so that the client is
not overloaded with message traffic, while ensuring
that it receives assurances of the service's continued
existence, even when the service property of interest is
not changing regularly. Subscriptions aso have a
lifetime, which can be extended, associated with them.
In this way, forgotten services eventually stop sending
messages and reduce unnecessary network traffic
without the need for explicit service management.
4)  Dynamic service creation

Unlike Web Services, Grid Services am to be
customizable. Clients can provide a set of properties
that fine-tune the functionality of a service they would
liketo use. These properties serve as input to a Grid
Service factory, which then creates and deploys the
service on behalf of the client.
5) Lifecycle management

Like subscriptions above, al Grid Services have
alifetime. This allows the Grid to perform soft state
destruction on services that no longer are of interest to
clients. Thus a service, once deployed, could be the
subject of a complex management system, and in fact
for efficient operation this might be desirable, but it is
not required. By setting sensible values for the
lifetime of a service, a service centre manager need
not deploy full management infrastructures for all
services under her control. In time, unused services
release their resources and terminate automatically.

3.2.2 Open Grid Services Architecture (OGSA)
OGSA s the vision of al services, based on the

OGS, that are needed to address a collection of use

cases collected by the GGF The complete service

collection is quite extensive, and includes the OGSI as

the lowest layer of the architecture. The list of

services envisioned is as follows:

. Open Grid Services Infrastructure

e Virtual organizations

. Discovery

. Choreography, orchestration and workflow

. Transactions

. Metering

. Rating
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*  Accounting
. Billing and payment
. Installation, deployment, and provisioning
. Fault management
. Problem determination
. Distributed logging
*  Messaging and queuing
. Event
. Policy
e Job management
. Basic data services
*  Advanced data services
. Generic agreement
. Reservation agreement
. Data access agreement
Jobqueuing
. Service management

Rather than attempt to detail any of these many
services, we present a few use cases that motivate the
work of the OGSA working group.
1) UNICORE service

The existing UNICORE Grid environment can
be redized easily as a collection of services from
OGSA. A simple “discovery service” would expose
the availability of UNICORE Vsites, a “job
management service” would support the creation,
monitoring, and control of UNICORE jobs, and a
“basic data service” could be used to effect data and
file transfer between sites.  This is not to imply that
UNICORE is a simple concept to implement as Grid
Services, since like Grid Services the bulk of the
technology is in the underlying fabric of the Grid.
Once that isin place, the provision of services on top
of itisarelatively small task.
2) Distributed query processing

In a specialized example of the factory pattern, a
service can be created as the result of a complex
distributed query, where the initial query and list of
distributed data sources serve as input to the factory
create process.  The service thus created can then be
used by the client for further processing, or shared
with collaborators or partners.
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3) Dynamic virtua organizations
One of the strong motivations for the Grid is the

ability to create new business models. The idea of a

“virtua organization” (VO) provides one of the basic

building blocks for these new models. A VO is a

collection of individuals or companies that enter into

an agreement for the purpose of solving a problem or
creating a business opportunity. These VOs can be
short lived and have very limited scope, and therefore,
it is imperative that they are lightweight. This
requires a predefined collection of terms under which
members will agree to join a VO. The negotiation
takes place automatically via the “generic agreement
service”, contract is established, the work done, and
the VO dissolved all dynamically, possibly in the
space of afew seconds.

Some of the business models enabled by this
concept include:

e An Internet or Grid Service Bondsman for
business-to-business transactions, in which the
service guarantees that a service does what it
claimsto do.

« Anintelectua property clearing house or broker,
where for example drug companies might be
able to explore available technologies from other
companies without revealing their own.

« A new leve in the out-sourcing, in which a
company’s out-sourcing is funded by selling
their own services or resourcesto others.

. Provision of eectronic “Chinese Wall” services
within or across companies."®

e A virtual organization “dating” service, in which
potential members pay to discover each other’s
existence and the terms under which they do
business. This could also be modelled as a
“business man’s club” instead of a dating service.

. A broker for dynamically arranged contracts.

4) IT infrastructure management
The OGSA *“service management services’ will

note) From www.investorwords.com, “A term used to describe
procedures enforced within a securities firm that separate the
firm's departments to restrict access to non-public, material
information, in order to avoid the illega use of inside
information.”
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provide standardized interfaces for managing,
provisioning, and controlling services. If a
corporation’s IT infrastructure is represented as Grid
Services (something very natural with Grid Services,
but not so for Web Services), these interfaces provide
the framework for uniform management of highly
divers and heterogeneous resources and services
within an organization. Thisis particularly important
in large corporations affected by mergers and buy outs
and in IT service companies, who need to manage the
many diverse choices made by their clientsin terms of
IT infrastructure.

4. Conclusions

At the time of printing, the OGSA based version
of UNICORE provided dl the “first generation”
interface. Some extended “second generation” Grid
functions through a Grid/Web Services interface.
Some extended “ second generation” functions, such as
interoperable broker services, notification capabilities,
and basic support for virtual organizations, were also
in advanced stages of development.

The following are good places at which to start
an initidl search for further information on Grid
computing in general and UNICORE in particular.

The UNICORE Forum (www.unicore.org) is an
organization, which acts as custodian and promoter of
the UNICORE protocols and standards.

Intel in Germany, in collaboration with Fujitsu,

160

provides an industrial strength implementation of the
UNICORE protocols that is available for free trial use
and a demonstration Grid at (www.unicorepro.com.).

There are two major EU research projects
(EuroGrid and GRIP) that have just finished, which
based their work on UNICORE, and a newly started
project in Japan (NAREGI), www.eurogrid.org,
www.grid-interoperability.org, www.naregi.org.

The Global Grid Forum www.ggf.org is a
combination of standards body and research forum.
Thus both cutting edge concepts and industria
strength ideas are shared in an open forum.

The Web Services specification activity can be
found at www.w3c.org and www.oasi s-open.org.
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