Biometric Authentication Technology
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Abstract

Biometric authentication is a technology for identifying a person from the person’s physical
characteristics. It is essentially a high-security authentication technology that is free from the
problems of forgotten, lost, and stolen authentication keys. Fingerprint authentication, which
features high identifiability, has already been put to extensive practical use with personal
computers and other applications. Fujitsu Laboratories has developed a compact network
authentication server that combines both high performance and easy installation. Fujitsu
Laboratories is also striving to commercialize a palm authentication device that ensures highly
accurate authentication. This device enables contactless input of palm vein patterns (users simply
place a hand over a sensor) and is expected to be a flexible, user-friendly authentication system.
Face recognition and voice authentication systems that are also being developed will perform
“natural” authentication: that is, users will be authenticated without being aware of the
authentication process. This paper describes the biometric authentication work that has recently
been carried out at Fujitsu Laboratories.
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Fig.1-Biometric authentication technologies.
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Fig.2-Accuracy of biometric authentication.
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Fig.3-Fingerprint minutiae.
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Fig.4-Semiconductor fingerprint sensors.
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Fig.5-Connected Minutiae Relation method.
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Fig.6-Fingerprint sensor units for PC.
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Fig.7-Secure Login Box.

godoobdooooooooooobooon
godoobdooooooooooobooon
00000oo0oo0ooDoOoDoDOooOooooogon
oo
e [0O0OOOO
pCOO0D0OO0OOOOOODOOOODOOOO
goooooboooooooooooooan
gusBOOOODOOOWRODODODOOODOOODO
ooopPCOOOOOOODOO-eIOOOOOOODO
WindowsO OO 000000000000 0O0O0O
goopPCO0OO0OUOOODDODOODODOODOOOODOO
OO0o0oooooooooooooooooooon
oo
e [0000ODO O Secure Login Box
O0o00ooooooooooooooooon
gooooooobooooboooobooooon
gooooooboooouooooo-rooooon
0000 Secure Login BoxOU OO OoOOooooOoOo
LANO OOOODOPCOOOOODODOOOOOOO
godoobbooooooooooobooon
0000oO0oo0oo0oooOoDoOoooooogon
voooodooOooooooooooooooooo
010 dooooooooooood
Oo0o00ooooooooooooooooo
goooooboooooooooooooan

275



NAF AL E

S
- 7 AN
QEMANER THEPC

0-8 DO0OOODOODOOOOODOOoOoOooO
Fig.8-Authentication operation flow.
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Fig.9-1C-card reader with fingerprint authentication.
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Fig.10-Absorbing spectrum of hemoglobin.
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Fig.11-Near-infrared image.
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Fig.12-Extracted vein pattern.
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Fig.13-Contact-type (Mouse-type) unit.

0-14 O0OOOOogd
Fig.14-Contactless-type unit.
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Fig.15-Local feature-based matching.
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Fig.16-Voice verification using probabilistic model.

goobooboooobooooooobooooon
gboobogoboboobooooooooooooo
boboboboboboboboboobon
goobooboooobooooooobooooon
gboobgoboooboobobobobobg

o o0 o 0O

0000000OD000ooO0o0oOoOobooOooono
g0oDo0oo0O00ooO0o0oboooooooooo
00ooooooooooooooooooooon
g0oDo0oo0O00ooO0o0oboooooooooo
g0oDo0oo0O00ooO0o0oboooooooooo
00ooooooooooooooooooooon
ooooo

e [0
000o00oooooooooooooooono
g0oDo0oo0O00ooO0o0oboooooooooo
g0oDo0oo0O00ooO0o0oboooooooooo
00ooooooooooooooooooooon
g0oDo0oo0O00ooO0o0oboooooooooo
goooooooooooo

e [0O0ODO

gbobobobobobobobobobobg

gboobogoboooboooooooooooon

gooboobooooboooooooboooooon

ob-1e0000000D000D0O00O0ODOO

U1 booboobg

U 0Oo0bobobobobo

g bOoooobobboboooooboboooooon
gboobobobobgobon

FUJITSU.54, 4, (07,2003)

020 boobgog

0 [0O000OO0O0bOoOOoOoDo

0 [0OO00DO0ooooooooooooooon
oo0ooooooooo
Ooo0ooooooooooooooooooo
gooo0oooO0ooo0ooboooooooooo
00ooooooooooooooooooooon
oooooooooooooooooooooon
oono

o [0
Ooo0ooooooooooooooooooo
oooooooooooooooooooooon
00oo0oooooooooooooooooon
oooooooooooooooooooooon
oooDoooooooooooooooooon
00oo0oooooooooooooooooon
oooooooooo

g O O

vboboboboboboboboboboon
gboobgbobooboboooboboooooon

booboboboboboboboobooooon
gbogobgobgoooboooooooboooooon
gbogobgobgoooboooooooboooooon
goobooboooooooooooboooooon
gbogobgobgoooboooooooboooooon
gboobooboooboooooooooooon
goobooboooooooooooboooooon
gbogobooogobooooooooon

279



